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1. Introduction
1.1. Digital Transformation and the Expanding Cybersecurity Role of Academic Librarians

The rapid digitalization due to electronic resources and cloud computing, institutional repositories, Al etc., in
academic libraries has literally opened up a vast ocean of information with easy access. But it has led to a
greater risk of cybersecurity. [1][2]. While libraries exist in a continuum of transitions, academic library
practitioners have shifted from being passive custodians of knowledge to become information managers of not
only systems but also user data and ethical practices of information use [3][4], thus their cyber resilience is
crucial for the sustenance and growth of their institutions. These vulnerabilities and high stress on librarians
to build secure digital space [5] [6], is further complicated in less developed countries like Pakistan where low
resources and unequal preparedness are prevalent. Academic librarians have shifted their attention to print
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collection management to handling intricate digital and Al-driven information systems, making them a
significant force in information protection and user privacy concerns [7]. Librarians, as the linking activity
between users and information infrastructures, need not only technical skills but a high level of awareness of
cybersecurity risks, ethical accountability, and data protection activities [8][9]. Consequently, universities are
increasingly requiring librarians to assist in providing secure digital learning conditions, and thus,
cybersecurity awareness is an essential professional skill [10].

1.2. Cybersecurity Threats and Awareness Issues in Academic Libraries:

Academic libraries are most likely to target cyberattacks because of their extensive digital assets, including
databases, research outputs, institutional records, and user credentials, and their open-access policies.[11][12].
Phishing, ransomware, data breaches, and unauthorized access are also considered core threats that have been
reported extensively with the growth of attack surfaces due to the growth of digital libraries and remote
services. Artificial intelligence and cloud-based systems have improved library services, but they have also
presented sophisticated cyber threats that most libraries are not currently prepared to deal with [13][14][15].
Empirical research studies reveal that academic librarians have medium to low levels of awareness of
cybersecurity, particularly when it comes to advanced threats and safe practices in the digital environment,
which is mainly shaped by access to training and organizational culture [16][17][18]. Such issues are
particularly acute in developing environments like Pakistan, where digital adoption has exceeded
cybersecurity capacity-building activities [19][20].

1.3. Research Trends, Empirical Gaps, and the Pakistani Context of Academic Library Cybersecurity

While international research increasingly emphasizes the human factor and awareness frameworks in library
cybersecurity, most studies focus on students or developed regions, leaving gaps in understanding librarians’
awareness, practices, and perceived challenges in developing countries [21][22][23][24][25]. Additionally,
various conceptual and framework-based research present awareness models, which lack adequate empirical
validation in academic library settings [26][27][28].1t suggests that context-related and information-based
studies should be conducted that consider the level of awareness and support mechanisms in institutions.
Rapid adoption of digital and Al in academic libraries has significantly increased cybersecurity risks in
Pakistan, whereas systemized evidence regarding the awareness of librarians, the effectiveness of policy, and
institutional support is low [29][30]. The risks are further increased by weak security policies and low staff
preparedness, and support the necessity of context-specific empirical research [31]. In light of these contextual
issues, empirical evaluation of cybersecurity learning among academic library professionals in Pakistan is
essential and timely.

1.4. Purpose and Significance of the Present Study

This study aims to explore cybersecurity awareness and preparedness of academic library professionals in
Pakistan via a three-dimensional analysis of individual awareness, protective practices, and institutional
support. The research will explore the interaction between human behavior, organizational, and technological
environment, and their influence on cybersecurity preparedness in academic libraries through a socio-
technical approach. Particularly, the research question that is being addressed is how much library
professionals are aware of cybersecurity, practice in risky ways, and are sensitive to institutional activities that
are intended to enhance cybersecurity resilience. The results will be used to enhance theoretical knowledge
and practical policy-making processes through evidence-based knowledge that will help in the building of
training programs, governance frameworks, and sustainable cybersecurity policies to academic libraries.

1.5. Research Questions

Q1. How educated in cybersecurity are Pakistani academic library professionals?
Q2. How do librarians see cybersecurity, perceived risk, and individual accountability?

Q3. What risks related to cybersecurity and policy gaps do academic library professionals observe in their
institutions?
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Q4. What organizational assistance can be provided to enhance cybersecurity readiness, and what are the
recognized training requirements?

2. Literature Review

Academic libraries' rapid digital transformation has increased information accessibility while increasing
cybersecurity issues. Instead of focused only on technological restrictions, current literature describes
cybersecurity as a socio-technical issue influenced by technology, human behavior, and institutional
governance. A comparative study of significant studies and research gaps pertaining to academic library

professionals' understanding of cybersecurity is presented in Table 1.

Table 1 Comparative Analysis of Existing Studies on Cybersecurity Awareness in Academic Libraries

Year Author(s) Study Type Focus Area Research Gap
2001 A. Goetsch Case study Security culture in university Lacks empirical data on
libraries librarian awareness
2012 S. K. W. Fakeh et al. Empirical study Information security Limited by a small sample and
awareness no framework
2014 K. Arlitsch & A. Review Cybersecurity for Not library-specific; lack of
Edelman organizations structured programs
2018 N. Tummon & D. National survey Librarians’ privacy attitudes Training effectiveness is not
McKinnon examined
2019 L. Ajie Review Cybersecurity trends in No empirical assessment of
libraries librarians
2023 A Aregbesola &E. L. Best practices Securing digital collections No evaluation of librarian
Nwaolise review awareness
2023 0.Adenike & R. Alabi Survey Librarians’ awareness & No structured improvement
perception framework
2023 M.O.Igbinovia&B.C.  Empirical study Cybersecurity in Nigerian Training interventions absent
Ishola libraries
2023 A. M. Alhaif Survey Training needs of library staff =~ Program effectiveness untested
2024 K.-R. Kont Survey Library employees’ security No tested interventions
awareness
2024 K. R. Kont Review Human factor in No quantitative staff assessment
cybersecurity
2024 S. Panda & N. Kaur Book chapter Cybersecurity awareness of No measurable outcomes or
librarians framework
2025 I. Magsi et al. Survey Digital library cybersecurity Intervention studies missing
challenges
2025 R. Armas & H. Conceptual Cybersecurity culture in Needs practical validation
Taherdoost higher education
2025 E. Pasipamire Systematic Awareness frameworks & Practical effectiveness untested
review best practices
2025 M.Y. Ali Survey Cybersecurity threats in No structured awareness
Pakistani libraries programs
2025 K. Komane et al. Conceptual Cybersecurity awareness Needs empirical validation
framework framework
2025 M. F. Baharuddin et Survey Digital literacy & Librarian-focused training
al. cybersecurity missing

2.1. Early Research [2001]: Security Culture and Institutional Responsibility

Early research determined training employees, institutional responsibility, and security culture as the
fundamental elements of cybersecurity awareness [3]. Although further studies addressed contextual
differences, early research emphasized organizational dedication over technical security. As libraries in
developing countries experienced difficulties because of limited resources, inadequate management, and policy
gaps, advanced institutions demonstrated organized cybersecurity training This indicates that earlier models
did not have enough real-world evidence when resources were limited and they failed to recognize existing
unfair advantages in society.
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2.2. Human Factors and Awareness (2012-2014)

The focus shifted to human-factor weaknesses, privacy awareness, and policy clarity [12][16]. Some studies
show that moderate cybersecurity levels among library professionals do not lead to secure behavior unless
there are strong institutional policies, regular training, and active support from supervisors. Established
institutions have well-organized structures but are often under-resourced. In contrast, new settings have
disconnected governance structures, and gaps between knowledge and practice exist.

2.3. Policies and Training Programs (2016-2019)

Between 2016 and 2019, written policies and systematic training were recommended as threat response
strategies.[1] [8][19]. Cybersecurity awareness can be raised through training, yet sustained, context-specific
programs supported by management are required to sustain long-lasting behavioral changes. There is a lack of
policies; compliance needs to be actively enforced and institutionalized.

2.4. Behavioral and Organizational Perspectives (2020-2022)

In the recent studies regarding this period, the psychological and organizational orientations were included in
the field of cybersecurity studies. [6][20][30]. Even though the awareness of library professionals became
better, the compliance with recommended practices was not even. Leadership, culture, and supervision were
the important factors, which demonstrated that knowledge is not sufficient and successful cybersecurity
requires active enforcement and effective organizational governance.

2.5. Recent Studies (2023-2025): Al, Evolving Threats, and Governance

Recent research discusses the impact of the evolving digital threats, governance of issues, and artificial
intelligence on cybersecurity preparedness [2][5-6]. Phishing, ransomware, insider attacks, and unauthorized
access attacks are typical threats [20][29][32]. The contextual changes also play an important role: Pakistan
has no training and increased vulnerabilities regarding Al [36][38]; Turkiye has excessive institutionalization
and Nigeria and Saudi Arabia lack infrastructure and are unprepared to employees [18][21][33]. Institutions
which are richly endowed are concerned with coordination and interdepartmental integration [34][20]. All
these studies indicate that the success of cybersecurity is more about the institutional capacity, governance,
and strategic oversight than technology. Although Al results in improved threat detection, it has created new
vulnerabilities to ethical and cyber security [22[27][38], and human factor vulnerabilities are still present
despite the technological advancement [18][32][33] [39][40].

2.6. Training, Policy, and Leadership

Factors such as training, implementation of policies, and involvement of leaders have made organizations
better prepared in terms of cybersecurity [5-7][8][11]. Nonetheless, the enforcement of regulations in many
cases is lacking, especially when organizations face resource constraints [19][20][24]. The above points
highlight the fact that cybersecurity is essentially a matter of governance and not just technology. For building
up a strong security culture, proper implementation, training of people, and governance are necessary.

2.7. Research Gap

Current research on cybersecurity preparedness among academic libraries is highly scattered and
inadequately incorporates the framework of Cybersecurity Awareness Paradigm, with no comparative studies
between institutions for greater generalization This paper closes these gaps by incorporating the
consciousness, behavior, training, and institutional element into a single context with evidence-specific to the
context of Pakistan, where the librarian in the developing world is still under-researched [6][19][31]. The
research that is already there including studies from Pakistan, Nigeria and other places shows that there are
problems with people knowing about things with the infrastructure with training and with putting policies into
action [13][20][22][24][30][34]. The thing is, these studies look at each of these issues on their own. The old
models were more about how organizations work and not so much about technology but they assumed that
the institutions were ready which is not always the case. This is especially true in developing countries where
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resources and policies are limited. This is a big part of the problem with fairness in different contexts. Research
on Pakistan, Nigeria and other settings shows that these issues are all connected, to the problem of resource
and policy limits and that is what is really affecting Pakistan, Nigeria and other settings.

2.8. Conceptual Framework for the Present Study

The present study requires to fill this gap by incorporating the Cybersecurity Awareness Paradigm [32][33]
which proposes that the awareness is a multidimensional construct, which is influenced by knowledge,
attitudes and behaviors and is determined by organizational culture, training, policies and managerial support.
This framework helps to explore the individual and institutional factors of cybersecurity preparedness in
Pakistani academic libraries in detail. According to the Cybersecurity Awareness Paradigm, cybersecurity
readiness is defined as a relationship among awareness, attitude, behavior, and institutional culture, such that
awareness coupled with good attitudes leads to safe behavior in the presence of institution-based training and
management support.

Institutional Factors

Policies, Training, Management Support

Cybersecurity Awareness
(Multidimensional)

* Knowledge

* Attitudes

= Behaviors (Praclices)
= Organizational Culture

Sgcgre Cybersecurity Practices

(Paxxword hyqwne, data protection, phixhing swaranexs, syxtem uxe)

Cybersecurity Preparedness &
Institutional Digital Resilience

Figure 1. Cybersecurity awareness paradigm linking institutional factors, awareness dimensions, secure
practices, and overall preparedness.

3. Methodology

3.1. Research Design:

The research was conducted using a quantitative cross-sectional survey method to examine the level of cyber
security awareness, behavior, and institutional preparedness among librarians working in academic libraries
in Pakistan. The approach used in this research takes into account a socio-technological approach in assessing
the correlation between awareness, organization, and behavior.

3.2. Population and Sampling

The survey focused on professional academic librarians working in public and private higher the study targeted
academic library professionals working in higher education institutions across Pakistan. Due to there exists no
comprehensive national sampling frame and variations in institutional accessibility, purposive sampling was
employed to recruit participants with relevant professional experience in digital library environments. This
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approach enabled the inclusion of information professionals directly engaged in cybersecurity-related
practices, providing contextually informed insights despite limited statistical generalizability.

It is important to note that the overall sample size of this research was 101 professional librarians working in
academic libraries, which is suitable to conduct exploratory social science research and similar to other studies
on cybersecurity awareness that employed purposive sampling, with a sample size ranging between 85 and
115 respondents.[4][6][20][26]. Although non-probability sampling methods limit the study’s generalizability
due to the small number of respondents, purposive sampling allowed for informed participation by the targeted
respondents.

The following was the demographic structure of the sample.

i.  Gender distribution: 53% males (n=54) and 47% females (n=48), the numbers of both sexes are
equally represented.

ii.  Asignificant number, 80% of responders, were assistant librarians (40.6%, n=41) and librarians
(38.6%, n=39). The remaining ones were deputy librarians and chief librarians.

iii.  Experience in profession: The largest number of participants (71.3%, n=72) had less than ten
years of experience in their professions.

iv.  Affiliation of organization: 68.3% (n=69) of the respondents were employed in private
organization and the remaining 31.7% (n=32) in government universities.

v.  Qualifications of participants: They were all qualified in Library and Information science (LIS).
vi. Computer skills: Majority of them were moderate-high computer users.
3.3. Survey Instrument:
A structured, self-reported questionnaire was administered to gather the data and included three parts with a
five-point Likert scale (1 = Strongly Disagree to 5 = Strongly Agree)
The questionnaire comprised three sections:
i.  Section A: Cybersecurity awareness and knowledge

ii.  Section B: Cybersecurity practices

iii.  Section C: Training, attitudes, and institutional support
3.4. Instrument Validity and Reliability

i. Cybersecurity Awareness: a = 0.81
ii. Cybersecurity Practices: a =0.79
iii. Training/Support: aa = 0.88

The questionnaire was reviewed for clarity and relevance through expert evaluation to ensure alignment with
study objectives and theoretical constructs.

3.5. Data Collection and Analysis:

i.  The survey was distributed off electronically to academic library professionals, with voluntary
participation and anonymous responses to promote honest reporting and minimize social
desirability bias.

ii. The academic library professionals were given structured questionnaires. Python was used to
analyze the data with Pandas, NumPy, SciPy, and Matplotlib.

iii.  Descriptive statistics, which includes mean scores and standard deviations, were implemented to
evaluate awareness, practices, and institutional preparedness. This method was appropriate for
recognizing generalized preparedness trends and institutional deficiencies, consistent with the
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study’s exploratory emphasis on organizational evaluation rather than causal or predictive
evaluation.

4. Survey Results and Analysis:

The analysis of data was performed in Python (Pandas, NumPy, SciPy and Matplotlib). Descriptive statistics
(frequencies, percentages, means, and standard deviations) summarized the respondent characteristics and
significant variables, and the independent samples t-tests were used to test the differences across variables,
including gender, department, professional background, and computer skills level.

Figure 2 shows the roles and institutional distribution of respondents. Almost 80% of participants were
comprised of Librarians and Assistant Librarians, and the vast majority of respondents had less than 10 years
of professional experience. Most of the sample was represented by the private universities (68.3) meaning that
there was a good representation of early-mid-career professionals, especially the ones in the private sector.

Respondent Distribution by Role and
Institution

Frequency Percentage (%)

Assistant Librarian * Librarian * Deputy Librarian  * Chief Librarian* * Total

™ Organization Type ™ Private ¥ Public ™ Total

Figure 2. Distribution of Respondents by Professional Role and Institutional Type (Frequency and Percent

Figure 3 showed that the proportion of public librarians in the awareness level category (65.6) was more than
that of the private librarians (50.7). The percentage of moderate and low are relatively higher in private
librarians, and both categories have similar proportions in the very high awareness level. On the whole, the
level of cybersecurity awareness is relatively higher among the public librarians.

Comparison of Awareness Level (%) Between Public and Private Librarians

s Private Librarians

60 | ™= Public Librarians

Percentage (%)

Low Moderate High Very High
Awareness Level

Figure 3. Comparison of Cybersecurity Awareness Levels Between Public and Private Librarians
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4.1 Cybersecurity Awareness & Knowledge (N=101).

The mean of awareness (M = 3.55, SD = 0.92) is average, which is consistent with Farid et al. [19] and Panda
and Kaur [31] in South Asia. Being less than Kavak [26] in Turkiye probably because of more powerful policies
and compulsory training, it is higher than Ali [34] in Pakistan, indicating that awareness is determined by
institutional capacity, policy implementation, and access to organized training in developing setting.

Cybersecurity Awareness & Knowledge (N=101) m: ,',’,,?,f;,, (11

4
35
-
4 3
O
8 25
2 2
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& 15
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® Mean 365 39 363 3.66 345 378 3.37 292
 Standard Deviation 114 0.98 112 118 1.07 1.09 112 1.06

Figure 4. Cybersecurity Awareness Levels Across Survey Questions (Q1-Q8)

4.2  Cybersecurity Practices (N=101)

The means of academic library professionals demonstrated high levels of cybersecurity practices (M = 3.90,
SD = 1.00) with the items means of 3.57-4.14, and consistent use of safe daily practices even in the conditions
of moderate awareness and low advanced skills. This affirms the Cybersecurity Awareness Paradigm and the
previous findings that awareness results in safe behavior but gaps in training still exist to show that awareness
cannot be sustained as a lasting method of assuring long term preparedness without strong institutional
support.

Total Mean : 3.90

Cybersecurity Practices (N=101) Standard Deviation : 1.00
45
4
g 35
3
g 25
g 2
2 15
1
05
0
Q10 Qi3 Qi4 015
m Mean 3 65 357 4 14 3 89 4.03 3.86 4 12
m Standard Deviation 103 107 08 104 1 0.96 0.99 0.9

Figure 5. Cybersecurity Practice Across Survey Questions (Q9-Q16)
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4.3 Training, Attitude & Institutional Support (N=101)

The respondents expressed excellent attitudes regarding cybersecurity and indicated high levels of perceived
institutional support (M = 4.06, SD = 0.94) where majority of the measures are over 4.0. However, formal
training was quite low (M = 2.98, SD = 1.21), which is the primary gap: supportive organizational conditions do
not necessarily mean that there is a systematized capacity-building, and the institutional policy limitations are
the issue, not failures of individuals.

i § g . Total Mean : 4.06
Training, Attitude & Institutional Support (N=101) | standard Deviation: 0.94

LLLLLELL

MEAN SCORE
N w

Qi7 Qis Qis Q20 Q21 Q22 Q23 Q24
m Mean 298 434 3.66 427 4.26 428 437 429
H Standard Deviation 121 0.84 102 0.87 0.88 0.91 0.83 0.87

Figure 6. Cybersecurity Training, Attitude and Institutional Support Across Survey Questions (Q17-Q24)
44 Comprehensive Overview of Mean Scores

Figure 7 shows the line graph for the mean scores on cybersecurity awareness in Q1 to Q24. The vast majority
of the questions scored between 3.4 and 4.2, with Q17 scoring about 2.9. On the other hand, questions Q11,
Q18, and Q20-Q24 score between 4.3 and 4.4. The scores match those discussed in previous works as being
problems that needed attention. As a matter of fact, the trends observed in the study follow previous evidence
and literature. It has been seen in previous studies that libraries have high cybersecurity awareness but that
more training and policy implementation were required. (Farid et al., 2023; Panda and Kaur, 2024).

Cybersecurity Awareness Mean Scores (Smooth Line Graph)

Mean Score
W
Q
1

T T T T T T
a 5 10 15 20 25
Questions (Q1-Q24)

Figure 7. Cybersecurity Awareness Mean Scores Across Survey Questions (Q1-Q24)
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5. Ethical Considerations:

Ethical standards were followed closely: people joined voluntarily, they knew what they were signing up for
they were assured that their answers would be maintained as private and confidential. No personal information
was collected, and anyone could decide to leave at any moment.

6. Results and Discussion:

This section, based on the Cybersecurity Awareness Paradigm, discusses about how awareness, practices,
attitudes, and institutional factors all work together to impact how well-equipped academic library
professionals in Pakistan are to deal with cybersecurity. We compare the results of our study to individuals of
earlier studies to determine where they correspond and where they disagree.

6.1 Cybersecurity Awareness, Practices, and Perceived Threats Among Respondents (Q1, Q2, Q3)

The results indicate that the level of cybersecurity awareness among academic library specialists is generally
favorable and most of the respondents demonstrated that they were sufficiently informed about online dangers
and preventive actions.[8][11].Nevertheless, institutional preparedness is found to be relatively less, implying
that personal awareness is not well-guaranteed by the organized organizational processes. This conclusion
supports the view of cybersecurity as a socio-technical issue that is fueled by governance and institutional
capacity and not by technical knowledge.[20][24].

6.2 Training Requirement and Organizational Support (Q4)

Formal cybersecurity training (M = 2.98) was not accessible and the institutional support was high (M = 4.06)
showing a gap in implementation. Attitudes and knowledge were found to promote safe practices positively
but lack of training influences the long-term preparedness. This is a tendency, typical of the libraries of the
developing countries, showing that no policy and encouragement can substitute constant training and
involvement of active leaders [20][24][34].

6.3 Explaining Contradictions with Prior Literature.

i.  High practices vs. low training: Contrary to the well-resourced environment (Kont, 2023;
Kavak, 2024), where high training predicts secure behavior, in Pakistan, high-practice
adoption is observed in the absence of formal training, likely due to informal learning, and
focus on basic protective behavior.

ii. Public vs. private awareness there is an increased level of awareness in public sector librarians
(65.6) compared to their counterparts in the private sector (50.7%), which indicates that
regulation and stability in the institution can be more important than access to resources.

iii. Perceived support vs. actual training: High perceived support (M = 4.06) relates to low training
(M = 2.98) meaning that perceived support is more of an overall climate of the organization
than resources [19-20].

7. Limitations of the Study:

This study has several methodological limitations:

10
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i.  Small sample size (n=101)

ii.  Non-probability purposive sampling, which may introduce selection bias and limits
generalizability

iii. ~ Self-reported data, which may be subject to response bias.
iv.  Limited advanced statistical analysis, restricting deeper causal interpretation.

Purposive sampling, small sample size, self-reported data and cross-sectional design are weaknesses in the
study limiting the generalizability and causal interpretation. The nature of the research is exploratory due to
basic statistical tests employed, but also provides the basis of evidence to future large-scale research.

8. Conclusion:

The current research, knowledge about cybersecurity, behaviors related to cyber practice, and perceived
organizational support regarding cybersecurity of 101 library staff members working in academic libraries in
Pakistan was analyzed, and it was found that there exists moderate knowledge of cybersecurity (M = 3.55) and
high-level engagement in cybersecurity practices (M = 3.90) among them. Even if individuals have a positive
attitude towards cybersecurity as well as their organization’s attitude towards supporting cybersecurity (M =
4.06), lack of proper training (M = 2.98) highlights the gap between individual competence and organizational
capability. Considering the Cybersecurity Awareness Paradigm, the findings of the current research indicate
that cybersecurity is dependent on competent individuals, organizational policies, competent leadership, and
continuous training sessions. Furthermore, it can be understood from the findings of this study that differences
exist in the case of organizations which adopt an open cybersecurity policy compared to those organizations
that do not have such a policy. These insights can be reinforced and used to inform evidence-based policies and
training by future studies that have larger and representative samples and more sophisticated approaches. In
sum, the research shows that academic library cybersecurity preparedness is contingent on both individual
and institutional awareness, in particular, in the framework of developing countries.

9. Future Recommendations:

9.1 Refine Training Content and Delivery:

Training of librarians on the topic of cybersecurity should not be confined to the premises of knowledge only;
it should be expanded to include sophisticated technical skills and emerging technologies. It should address
sophisticated attacks such as zero-day attacks and APTs as it develops viable skills in the shape of simulations
and actual attacks. The training content should be job role-specific and be supported by lifelong learning to
ensure that it is constantly updated regarding the emerging cybersecurity threats and practices.

9.2  Strengthen Institutional Policies:

The libraries must develop cybersecurity policies that are user-friendly on issues pertaining to acceptable use,
data handling, reporting of incidents, and remote access. Responsibility must be given out in terms of position
in staff. Institutions should have specific resources to train systematically and improve their infrastructure, and
have security tools. Review of policies to respond to the evolving threats and technology should be frequent,
compliance checking and control mechanisms should be in place to build a compliance and accountability
culture regarding cybersecurity.

9.3 Enhance Understanding of Organizational Culture:

Cultural aspects, perceptions, and other behavioral norms that determine cybersecurity practices should be
explored using qualitative research designs (interviews and focus groups). These strategies will guide handy
on building obstacles to quality training and implementation of policies such as time, shortage of skills and
resistance to change. The availability of the library leadership and IT departments will also contribute to a more
comprehensive perception of the institutional issues and the support systems to create certain and situation-
specific cybersecurity interventions.

11
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9.4 Promote Collaboration and Knowledge Sharing:

The institutions will be required to develop the minimum measurements to test and determine the extent of
cybersecurity awareness, practices, and support systems. They also review it on a regular basis after some time
so as to know the usefulness of the training and the policies. To improve the situation, a structured approach is
required to analyze the input in terms of decreasing the incident and developing digital strength via feedback
mechanisms. Furthermore, improved coordination across IT departments and libraries, as well as
regional/national forums, will aid in the dissemination of best practices and a coordinated response to
emerging risks.

9.5 Integration of Cybersecurity into LIS Curricula:

Cybersecurity modules should be introduced as a mandatory component of Library and Information Science (LIS)
degree programs, and standardized curriculum instructions are being developed in collaboration with library and
information science departments and professional organizations, such as digital information hygiene, detection of
threats, and incident management, to address the gap in formal training and technical expertise among library
practitioners in Pakistan.

9.6 Development of a National Cybersecurity Framework for Academic Libraries:

To bridge the gap between personal cybersecurity practices and institutional cybersecurity support, it is proposed
that academic libraries in Pakistan establish a national cybersecurity framework to standardize security practices.
This framework will be designed in consultation with academic libraries, IT departments, government agencies,
and cybersecurity professionals.
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